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2. Introduction

This document describes how to use Web Service for uploading bids and downloading auction results for ID, Daily
and LT auctions.

2.1 Overview
The WS is implemented for:
Upload functionality

=  There is possibilityto upload XML bid file via WS
=  Daily Auctions -> Daily Bids Upload (XML)
= Long Term Auctions -> LT Bids Upload(XML)
= Intraday Auctions — Intraday Bids Upload (XML)

Download functionality

=  There is possibilityto download XML auction results via WS
= Long-term Results Download (XML)
= Daily Results Download (XML)
= Intraday Results Download (XML)
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3. Web Service description

This chapter describes web service functionalities and it's divided in two parts - Upload and Download.

Traders can call WS to upload XML files. The functionality is the same as using web forms.

There is a listof functionalities provided by WS. Each functionality is identified by Functionality ID (FID) and it has the
parameters. These FID and Parameters will be used in SOAP message. The Acknowledgementwill be generated as
a part of synchronous response of WS.

3.1 Upload part
Marking of items by colors:

Green marked FID from a table below will be used to identify functionality in SOAP message - also
marked by green color in SOAP example.

Blue marked Parameters from the table below will be used as the parameters in SOAP message

Yellow marked text in a request below the table is a part of the header and it needs to be changed ac-
cording to the user’s account information

. . ACK generated by
Functionality FID Parameters DAMAS

DMSWS_UPLOAD_DAIL Yes

Upload Daily Bids Y BIDS XML" file
Upload LT Bids :IDD“QSWS—UPLOAD—LT—B XML file ves
Upload IntradayPMSWS_UPLOAD_ID_BI {; . Yes
Bids DS il

Soap message example with XML file parameter:

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelopexmins:soap="http://schemas.xmlsoap.org/soap/envelope/'
xmlIns:xsi="http:/mwww3.0rg/2001/XML Schema-instance" xm Ins:xsd="http:/Avww.w3.0rg/2001/XML Schema"
xmlns:wsa="http://schemas.xmlsoap.orgivs/2004/03/addressing" xmIns:wsse="http://docs.oasis-
open.orghvss/2004/01/o0asis-200401-wss-wssecurity-secext-1.0.xsd" xmInswsu="http://docs.oasis-
open.orgiwss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" >
<soap:Header>
<wsa:Action>http://damas.ems.rs /wse/RunSynchrous</wsa:Action>
<wsa:MessagelD>uuid:8e6a71e4-0fd1-4ed1-978c-d9f0c79fff77</w sa:MessagelD>
<wsa:ReplyTo>
<wsa:Address>http://schemas.xmlsoap.org/ws/2004/03/addressing/role/anonymous</wsa:Address>
</wsa:ReplyTo>
<wsa:To>https://[damas.ems.rs/wse/Damas Service.asmx</wsa:To>
<wsse:Security soap:mustUnderstand="1">
<wsu:Timestamp wsu:ld="Tim estam p-084baa3f-595b-4ce 9-8228-09e 9e 40a0c86" >
<wsu:Created>2015-05-11T08:31:20Z</w su:Created>
<w s u:Expires>2015-05-11T08:36:20Z</w su:Expires >
</wsu:Timestamp>
<wsse:UsernameToken wsu:ld="SecurityToken-084baa3f-595b-4ce9-8228-09e 9e 40a0c86" >
<wsse:Username>damas_account_username</wsse:Username>
<wsse:Password Type="http://docs.oasis-open.orghvss/2004/01/oasis-200401-wss-username-token-profile-
1.0#PasswordText">BASE64(MD5(damas_account_password))</wsse:Pas sword>
<wsse:Nonce>BASE64(nonce)</wsse:Nonce>
<wsu:Created>2015-05-11T08:31:20Z</w su:Created>
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</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>
<RunSynchrous xmlIns="http://[damas.ems.rs/wse">
<Input>

<MessageHeader xsi:nil="true"/>

</Parameters>
</Input>
</RunSynchrous>
</soap:Body>
</soap:Envelope>
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An example of the right formatted request (Postman testing tool was

Header
POST https:/fdamas.ems.rsfwse/DamasService.asmx
Headers (2) [ ]
Key Value

SOAPAction http://damas.ems.rs/wse/RunSynchrous

Content-Type text/xml

Body

1 <¢?«ml version="1.8" encoding="utf-§"2>
2+ <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsi="http://www.

used on a picture below):

Params

Description

w3.org/2881/XMLSchema-instance”

sxmlns ixsd="http://wew.w3.0rg/20881/XML5chema” xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/83/addressing” xmlns:wsse
="http://docs.oasiz-open.org/wss/2084,/81/0asis- 208401 -wss-wssecurity-secext-1.8.xsd" xmlns:wsu="http://docs.oasis-open

.Org/wWss/2004/81/0asis-200401-wss-wssecurity-utility-1.08.xsd">
- <soap:Header:
<wsa:Actionxhttp://damas.ems.rs/wse/RunSynchrous</wsa:Action»

:MessagelDruuid:BefaTled-afdl-4ed]l-978c-dIFAcTOFfF77< / wsa:MessageID>

<wsa:Addressrhttp://schemas.xmlsoap. org/ws,/2884/@3/addressing/role/anonymous< /wsa: Addresss

3
.1
5
6 <wsa:ReplyTo>
7
8

</wsa:ReplyTo>
9 <wsa:To>https://damas.ems.rs/wse/DamasService.asmx< /wsa: To>

18 - {wsse:Security soap:mustUnderstand="1"3

11 - <wsu:Timestamp wsyg imes - 283f-595b-4ced-5228-0929249a0C86" >

12 <wsu:Created:palos-al-16Te9:52:08ZF /wsu:Created> R

13 <wsu:Expires:pe19 Jwsu:Expires> > Set the time at least 1 hr before the

14 </wsu:Timestamp> = =

15 - <wsse:UsernameToken 7 time of makmg the reqUESt

16 xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/pef5is -200401-wss-wssecurity-utility-1.8.xsd" wsu:Id

="SecurityToken-884baa3if-595b-4ced-E228- 009000 >

17 <wsse:Usernamerap@ls/wsse:Username>

18 <wsse:Password Type="http://docs.oesis- .org/wss/2004/81/0asis-208401-wss-username- token-profile-1

LBFPasswordText " - /wsse:Password:?

L Cusse:lionce> The Body part goes in one line

28 <wsu:CreatedPalo-al-16T89:00:0a7f /wsu:Created>

211 </wsse:UsernameTokens (without spaces between tags)

22 <fwsserSecurity>

23 . s = — —

24 <soap:Body*<RunSynchrous xmlns="http://damas.ems.rs/wse"><Input><FID>DMSWS_UUPLOAD _DATLY_BIDS</FID»<MessageHeader xsi:nil
="true" /»<Parameters><imlParam Mame=")ML">xml bid document goes here</XmlParam></Parameters></Inputs</RunsSynchrous
></soap:Body>

25  </soap:tEnvelope>

WSDL file can be found on the following link (Token password is needed):

https://damas.ems.rs/wse/damasservice.asmx?wsdl

In order to use Web Senice, you need either Token with certificate for DAMAS access or separate digital
certificate which contains private key and can be integrated into you own software solution. This digital
certificate is issued at EMS premises. Please send us an email to alokacija@ems.rs in order to get men-

tioned additional digital certificate.


https://damas.ems.rs/wse/damasservice.asmx?wsdl
mailto:alokacija@ems.rs
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3.2 Download part
Traders can call WS to download auction results. The functionality is the same as using web forms.

The request is the same as the request for bid uploading. The only change is the body part and itis shown on the
example below.

Marking of items by colors:

from table below will be used to identify functionality in SOAP message - also marked
by green color in SOAP example.

Blue marked Parameters from table below will be used as parameters in SOAP message

. . ACK generated by,

Functionality Parameters DAMAS

Download Long "AuctionID" - ID of Auction No

term Results “Trader” — EIC code

Download Daily "AuctionID" - ID of Auction No

Results ‘Trader” — EIC code

Download  Intraday "AuctionID" - ID of Auction No

Results ‘Trader” — EIC code

Soap message example with simple parameters:

... header part goes here...

<soap:Body>
<RunSynchrous xmlIns="http://damas.ems.rs/wse">
<Input>
<FID>DMSWS_DOWNL OAD_DAILY_RESUL TS</FID>
<MessageHeader xsi:nil="true"/>
<Parameters>
<StringParam Nam e="AuctionID">HRRS-I-09082018-35015</StringParam >
<StringParam Name="Trader">Trader’s EHC code goes here</StringParam >
</Parameters>
</Input>
</RunSynchrous>
</soap:Body>
</soap:Envelope>



